70707007070 2770007070700

30Ha OTBETCTBEHHOCTMU: Printum + 3aka34uk / IHTerpaTop

KopoTko: Printum noggep>xmBaeT ncnosab3oBaHue npodunen 6besonacHoctn SELinux ans
OrpaHUyeHns 4oCTyna KOMMNOHEHTOB CUCTEMbI K pecypcaM ornepaumoHHON cucteMsl. Mpodunn
NOCTaB/IAOTCA OTAESIbHO U NpefHa3Ha4YeHbl 419 dKCnyaTaunum B UHPPaCcTPYKTypax C
NOBbILLIEHHbIMWN TpeboBaHMAMN MHPOPMALIMOHHON Be3onacHoCTN.

P70P0070707°707

Cuctema pgosxHa obecnevymBaTb BO3MOXXHOCTb OFpaHMYeHNs AOCTyMNa NPOLLEeCCOB K pecypcam
OnepaumOHHON CUCTEMbI U BbIMOJIHATbL TOJIbKO pa3peLlléHHble OeNCTBUS.

anIMeHEHI/Ie I'IpOd)I/IﬂeIZ 6e30MacHOCTUY MO3BOJIIET CHU3UTb MOCNEACTBUSA OWNBOK KOH(pI/IpraLI,I/IVI,
3KCnayaTtaunn yH3BVIMOCTeIZ n KoMmnpomMmeTaunn oTaesibHbiIX KOMMNOHEHTOB CUCTEMBbI.

79?7?2707 ??707?7°7?7°77?77? ? Printum

Onsa skcnayaTaunm B 3alWMWLEHHbBIX KOHTYpax NoCTaBasatoTca npodunm 6esonacHocTn Ha 6ase
SELinux.

Mpocunnn peannsosaHbl B Buae SELinux-moaynen n obecneymBatoT KOHTPOb JOCTYyMNa
KOMMNOHeHTOB Printum K pecypcam onepaunoHHON CUCTEMBI.

B KOMMIeKT NoCTaBKKU BXoOAT cnefytowme SELinux-moaynu:

printum_global — o6wne npasuna 6e3onacHocTn Ana MOHUTOPUHIa 1

MpuHTMeHepXepa;

e printum_agent — npodunb AreHTa MOHUTOPUHTa;

e printum_m_install — npogunb yctaHoBKKN, 06HOBNEHUSA N BOCCTAaHOBAEHUS
MoOHWUTOpPUHra;

e printum_pm_install — npodunnb ycTaHOBKW, 0BHOBNIEHUSA 1 BOCCTAaHOBIEHUSA
MpuHTMeHepXxepa.

Mpochunnm ycTtaHaBNMBaOTCA A0 pa3BEPTbLIBAHUA CUCTEMbI U MPUMEHSAIOTCA cpeacTBaMmm SELinux.

PaboTa npodunen npegnonaraeT UCnosb3oBaHme pexxnma SELinux Enforcing, npu KoTopom
pa3peLlleHbl TObKO AENCTBUSA, SBHO NpeayCMOTPEeHHbIe NoanTnkamm 6e3onacHoOCTu.



Mpocnnn peann3syoT NPUHLMMN MUHUMaIbHO HEOBX0ANMbIX MPUBUAErUA: KOMNOHEeHTaM Printum
npeanocTaBnsaeTCsa AOCTYN TOJIbKO K TeEM pecypcaM ornepaumoHHON CUCTeMbl, KOTopble TpebytoTcs
ansa nx paboTsol.

P70 2000000707 070 0000707070°07°70707°7°7

Onsa ncnonb3oBaHusa npogunen 6esonacHoCcT HeobxoanMo:

e CMOJIb30BaTb ONEPALMOHHYIO CUCTEMY C nogaep»xkom SELinux;
e BKJIOYUTL SELinux;
e 1CMOJIb30BaTb pexxum Enforcing.

YCTaHOBKa M COMPOBOXAEHNE NPodunien BbIMOJHATCA aAMUHUCTPaTOpPaMn MHPPACTPYKTYpPbI
3aKa34uka.
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