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HacTponka oTnpaBku cMcTeMHbiX cobbiTnii Printum Bo BHewHU Syslog-cepsep (SIEM).

P7PP0007?707077

e Syslog-cepBep pa3BEPHYT M JOCTYNeH 13 ceTn Printum
e I3BecTeH agpec n nopt Syslog-cepBepa

PP 2707070707077

e OTNpaBKa NPOUCXOAUT NO YKa3aHHOMY XOCTY M NOpTY (Hanpumep, 192.168.10.10:1514 ).

e [lonyCcTMble NOPTbI: 514, 1514, 1468 . ECin MOPT He yKa3aH — UCMNOb3yeTcs 514 .

e ABTOpPM3auLNsa NO CTaHAAPTY syslog He nogaep>XMBaeTcss — JIOFWH U NapoJib YKa3biBaTb
HE HY>XHO.

e Teno oT4éTa 3anoJIHATb HE HY)KHO — OTMNPaBAATCA BCE AOCTYMHbIE NapaMeTpbl
cobbITuS.

2222222277 (TLS)

Ona oTnpasBkuv Mo WMNPoBaHHOMY NPOTOKONY YKakute CA-cepTudukaT n ceptTuunkaT KJIMeHTa B
dopmaTe .pem. LUndppoBaHme BbINOHAETCA N0 NpoTOKoNy TLS (BbIbupaeTca MakCcMManbHO
BO3MO)XHas Bepcusa ons cepsepa). ECnm HexxenaTenbHbIN MPOTOKOA TLS akTMBMPOBaH —
3anpeTuTe ero HernocpencTBeHHO Ha cepsepe syslog.

Ina HacTpoku syslog-cepeepa obpaTuUTeCh K ero ouLManbHOM JOKYMEHTaUuN.



P00 07070707077
Jlorn nepepatoTca B cnenyouiem popmare:

2023-05-25T06:15:21.930828+00:00 local Ob6bHapyxeHo HoBoe yCTpOoMCTBO event=2 user=0ne
additional parameters={'foo': 0}
2023-05-25T06:32:44.487278+00:00 test.local 06HapyxeHO HOBOe ycTpouMcTBOo event=4 user=0ne

location="0¢uc B NBaHoB0" additional parameters={'foo': 0}

Monsa:

e event — YHUMKaJbHbIN naeHTUPMKaATOP CObbITUA.
e user — JIOTWH MNoJib30BaTENS.
location — Ha3BaHWe JIoKaUWMn (ecnm ecTb).

additional parameters — OOMOJIHUTEJIbHbIE NapaMeTpbl COObITUSA

PP?7°07°0°0°0707°7°7°
Ons npoBepkun npocnywmsaemoro nopta (TCP/UDP) Ha cepBepe syslog:

netstat -tulnp

e ddddd i dddddddds

CobbiTKs 13 Printum nocTtynatoT B Syslog-cepBep B 3agaHHOM dopmMaTe.

P07 000000707070 0000700707077

MepenaonTe Mo agpecy https://<appec cepsepa>:8001/config/integrations/ u BbibepuTe pasgen
«BHewHue uHTerpaumm». Haxxmnte «[lo6aBUTL>.

3anoJsiHnuTe nong:

MapameTp OnucaHue

HasBaHne KoHpuUrypaumun Mpon3BoabHOE MMA HTerpauum, Hanpumep «Syslog SIEM»



MapameTp OnucaHue

XocT Apnpec n nopt cepBepa Syslog, Hanpumep
"192.168.10.10:1514". JonycTuMble nopThl: 514, 1514,
1468. Ecnv nopT He yKasaH — uncrnosb3yetca 514

Tvn nHTerpaynmn BbibpaTb **Syslog**

Locations Jlokauwmm, cobbiTa KOTOpbIX NepenatoTcsa. Ecam He
BbIOpaTb — NepepatoTcs Bce cobbITnA

NHTepBan Mmexay obMmeHamMu Bpemsa B MUHYTax (MUHUMYM 1 MUHYTa)

BkntoyeHo AKTVMBUPOBaTb MHTErpayuto nocae co3gaHuns

CA cepTudukat Ona wudpposaHus no TLS — CA-cepTudukaT B hopmaTe
.pem

CepTtudukaTt ®ann SSL-cepTudmnkaTa KnmeHTa (.pem, 6e3 kogoson
dpasbl)

Ba>kHO: aBTOpM3aums No cTaHAapTy Syslog He noaaepxMBaeTCst — JIOFUH U NapoJib YKa3biBaTb
He HY>XHO.

P07 P0?72707?7?707°7 2707?77?07 777
Syslog

1. Nocne co3paHna NHTerpaunm HaxxaTb «JLo6aBUTb» paaoM C pasaenomMm «OTH4ETbI AN
oTnpaBKu» (CobbITnA nnm norn 6esonacHoCTN).
2. 3anoJsIHUTb MoJs:
e BHeLWHAA HTerpaumua — BbibpaTb CO34aHHYI0 MHTErpauuto.
e Teno oT4yéra — Noas 4SS BKIOYEHNS B OTHET (0OCTaBUTb NYCTbIM — MepenarnTCs
BCe o).

Ons Kakaomn NMHTEerpaunm gonyckaeTcqa ToJIbKO O ONH KOHCTPYKTOP OT4YETOB. ns nepenayun
OaHHbIX MO HECKOJIbKUM MOJIb30BaTesIiM HEOOXOAMMO CO34aTb HECKOJIbKO I/IHTeI'paLI,VIVII.

P07 2?77?7777 Syslog

Mpumep nora:

2023-05-25T06:15:21.930828+00:00 local O6HapyxeHO HOBOe ycTpoucTBO event=2 user=0ne
additional parameters={'foo': 0}

2023-05-25T06:32:44.487278+00:00 test.local O6HapyxeHo HoBoe ycTpouMcTBO event=4 user=0ne



location="0¢uc B NBaHoBO" additional parameters={'foo': 0}

Monsa cobbiTUS:

Mone Tun OnucaHue
event 4yuncno YHUKanbHbIN ID cobbITUS
user CTpoOKa JlornH nonb3oBaTens
location CTpOKa Ha3BaHue nokauum (ecnm ecTtb)
additional\_parameters JSON JononHuTeNbHbIE NapamMeTpbl
cobbiTns

PP 20007 P00070°0707°7°7°7°7

Mone Tvn OnucaHue
event\_group CTpOKa Mpynna cobbiTui
event\_name CTpoKa Ha3aHwne cobbiTus
event\_name\_unique\_id 4yuncno ID cobbiTus
timestamp CTpOKa Bpems B popmaTe ISO (npumep:

"2005-08-09T18:31:42")

operation\_subject CTpOKa CybbeKkT onepauuu
operation\_object CTpOKa O6bekT onepauunmn

result CTpoOKa PesynbTaT onepauvn
event\_level CTpOKa YpoBEHb KPUTUYHOCTU
changed\_params JSON N3mMeHEHHble NapaMeTpbl

P00?7?0707?7?7707? TLS

Ons nepepaym no 3awmdgpoBaHHOMY KaHany ykaxute CA-cepTudmnkaTt n cepTudunKaT KJINEeHTa B
dopmaTe .pem. Bepcusa TLS BbibnpaeTcsa MakCMMasibHO BO3MOXKHas Ans cepBepa Syslog. Ecam
HY>XHa KOHKpeTHaa Bepcusa TLS — 3anpeTuTe HeXxenaTeslbHble MPOTOKOJIbl HA CTOPOHE cepBepa
Syslog.

Ans npoBepku nopTa Syslog Ha cepsepe:

netstat -tulnp



PP 000707070707

e HacTpolika noAKJ4YeHns K Mo4YTOBOMY CEPBEPY

e YnpaBsieHune nosib3oBatensmm — ob3op
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http://wiki.printum.io/books/4-integracii/page/nastroika-podkliuceniia-k-poctovomu-serveru
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